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Privacy Policy for the Job Portal of Kuehne+Nagel Group

We want you in our team

The Kuehne+Nagel Applicant Portal provides a standardized digital representation of the entire
application process, from creating an applicant profile, through the specific application process, all the
way to job alerts. Protecting your personal data is accorded the very highest priority. Extensive technical
and organizational measures have been taken to protect personal data against unauthorized access and
misuse. Additionally we inform you about your rights under applicable data privacy laws.

If you are a California Resident please refer to our PRIVACY STATEMENT-CALIFORNIA.

(https://privacy.kuehne—nggel.com/documents/Z199075/2326371/CCPA Privacy Job Applicant Notice Supplement 6—29—20.pdf)
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1. Data controllers

The data controller in the Applicant Portal is Kuehne+Nagel Management AG, Kuehne+Nagel
Haus, P.O. Box 67, 8834 Schindellegi, Switzerland (hereinafter referred to as "Kuehne+Nagel").

In addition, the companies of the Kuehne+Nagel Group are data controllers in the specific application
process. As a rule, the given Group company is the data controller in the application process for whose
job advertisement you are applying (hereinafter referred to as the "Employer").

2. Contact for data protection issues

The central contact for data protection at Kuehne+Nagel is the data protection officer. The data
protection officer can be reached at the following address:

Kuehne+Nagel Management AG
Kuehne+Nagel Haus

P.O. Box 67

8834 Schindellegi

Switzerland

Email: privacy@kuehne-nagel.com

3. Data categories
The following are the main categories of personal data processed:

- Master data (e.g. name, date of birth, place of residence)

- Documents (e.g. references, certificates, CV’s)

- Education and training details (e.g. data about school education, university, professional qualification)
- Payment data (e.g. bank account details for travel expenses)

- Organizational data in case of internal applications (e.g. personnel number, cost center, department)
- Communication data (e.g. e-mail address, (mobile) phone number, IT user ID in case of internal
applications)

- Video recordings in the selection process

- Assessment data

- Referrals

- Log data recorded while using IT systems

These may also include special categories of personal data as per Art.9 para. 1 GDPR such as health data
or religion or trade union membership.

4. Consent

By submitting your application, you warrant that you have read and agree with the information contained
in this privacy policy regarding the processing and use of your personal data. If you have not yet reached
the age of majority, you have obtained the prior authorization of a parent or legal guardian to apply for a
position at Kuehne+Nagel. You also warrant that your information is correct.
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If you are under the age of 16, please enclose a written consent from your parent or legal guardian to
your application. Please note that if this condition is not satisfied, Kuehne+Nagel cannot consider your
application, and will delete your data due to legal requirements.

5. Establishing a profile when joining the KN Talent Community
5.1 Direct acquisition via the input screen

You can create a profile in the KN Talent Community by registrating and uploading your data and
information under (https://jobs.kuehne-nagel.com/global/en/jointalentcommunity?applyType=JTC). For
this process you can choose between the manual access of your data and the automatic download by
using one of the icons shown on the registration page (e.g. LinkedlIn).

The objective that Kuehne+Nagel is pursuing with the KN Talent Community is to give you the opportunity,
both before and after a specific application process, to make your profile available via a search function
to group companies of Kuehne+Nagel with whom you have not actively applied for a job.

Also, if you wish to apply multiple times within Kuehne+Nagel, or if you wish to apply in the future, you
can avoid multiple data acquisition by saving your applicant profile in the KN Talent Community, so that
the principle of data minimization will be observed.

Because this is an optional service in the Applicant Portal, the applicant profile settings give you the option
of supplementing, rectifying or deleting personal data.

The legal basis for the storage of your applicant profile if you establish a profile without applying for a
specific job or following completion of an application process, and for the transmission of your profile to
the group companies, is provided by Art. 6 para. 1 a) GDPR, your Consent.

Your consent is valid until such time as your profile is deleted, and may be revoked at any time with future
effect. In the event that you should revoke your consent, Kuehne+Nagel will deprive the Group companies
of their access rights.

For more details regarding the duration of storage or the criteria determining such duration and your right
of revocation, please refer to sections 12.1 and 13.

5.2 Data import from LinkedIn or other platforms

If you have a professional profile at a platform like LinkedIn or another platform or data base as may be
displayed as an option on the input screen, you can choose to transmit the data required for the
application from such source to Kuehne+Nagel. This means that manual collection of master data via the
input screen will only be partially necessary. Your profile will be created on transmission of the master
data.

In addition to the master data, additional data such as your current Employer and position may be
transferred from your profile at the source base of your choice. Such data is generally not required to
create your applicant profile, yet may still be transmitted based on your profile or other settings of such
other data bases. Kuehne+Nagel is not the data controller in these cases. For this reason, please check
your settings prior to submission to determine which personal data is affected.
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You have the option of adjusting, rectifying and deleting your data at any time using the applicant profile
settings.

The legal basis for the transmission of your master data and additional data from source bases like
LinkedIn is provided by Art. 6 para.1a) GDPR, your Consent given to the respective provider. The
providers are also obligated to enter into contractual arrangements and take technical precautions to
prevent misuse of your data upon transmission.

Please refer to the Privacy Policy of the respective provider for all additional information on data
protection, in particular as regards revoking your consent.

6. Establishing a profile for job alerts

The Kuehne+Nagel career page gives you the option to subscribe for an automatically generated job alert
free of charge. The purpose of the job alert is to notify you of current jobs in the Kuehne+Nagel Group,
and then for the group to acquire applicants. Subscribing is voluntary and is independent of the specific
application process.

The legal basis for the e-mail job alert, and for the transmission of your profile to the group companies, is
provided by Art. 6 para. 1 a) GDPR, your Consent.

Your consent is valid until such time as your profile is deleted, and/or you unsubscribe from the job alert,
or the duration of storage as set outin 12.1 is terminated.

Your consent may be revoked at any time with future effect. In the event that you should revoke your
consent, Kuehne+Nagel will deprive the Group companies of their access rights.

For more details regarding the duration of storage or the criteria determining such duration and your right
of revocation, please refer to section 13.

7. Establishing a profile in the application process for a specific job

As part of your application via the Applicant Portal for a specific job, it is possible to create an applicant
profile and to sign up by entering your personal data. In so doing, your data is entered in an input screen
and transmitted to and saved by Kuehne+Nagel. The data is transmitted to the Employer when the
Employer receives access to your applicant profile.

For more details regarding the recipients or categories of recipients, please refer to section 10. For more
details regarding the duration of storage or the criteria determining such duration, please refer to
section 12.2.

Following successful sign-up, additional personal data is entered in the applicant profile and then
transmitted to Kuehne+Nagel and/or to the Employer. The legal basis for the transmission and storage of
your master data used in the creation of an applicant profile is provided by Article 6, para. 1 b) GDPR,
Necessity for the establishment of an employment relationship.

Following successful application, additional personal data may be entered in your applicant profile, on the
one hand in order to enable an objective hiring decision in the specific application process, and, on the
other, to hone your application profile with information about training, certificates or language skills. We
differentiate between obligatory and voluntary data collection in this regard.

For details regarding recipients or categories of recipients, please refer to section 10.
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For more details regarding the duration of storage or the criteria determining such duration, please refer
to section 12.2.

You can also set-up an applicant profile without directly applying for a specific job. In this case please refer
to section 8 above for more details.

7.1 Expanding your profile information and further procedures in the selection process

In your applicant profile, you have the option to enter other data in addition to the personal data required
for the establishment of the employment relationship. Any data entry is voluntary and has no adverse
effect on your application.

Entering and storing voluntary information gives you the opportunity to upload your resumé should you
intend to apply for additional jobs at Kuehne+Nagel.

Following data acquisition and together with the application for a specific job, Kuehne+Nagel will transmit
these data to the Employer as well when said Employer is granted access to your applicant profile. For
more details regarding the recipients or categories of recipients, please refer to section 10.

Staffing of particularly sensitive job positions may require a further check of your application data on your
career path. The result of this check is documented in the application management system. We inform
you about such checks in a transparent manner in the framework of our job advertisements. This takes
check place taking local legal requirements into consideration and by involving carefully selected service
providers. In this regard, it is possible that third-party providers will be commissioned with the
performance of additional tasks during the selection process. You also acknowledge that Kuehne+Nagel
will provide them with timely information about the details of the respective process.

The EU regulations on combating terrorism (EC) No. 2580/2001 and (EC) No. 881/2002 require that none
of our employees are terror suspects named in centrally managed lists (terrorism lists). Therefore, as part
of the application process, it is necessary for us to carry out a data comparison against terror lists.

The legal basis for the processing of voluntary information is provided by Article 6, para. 1 b) and Article
6 para. 1 f) GDPR. The necessary legitimate interests of Kuehne+Nagel in satisfaction of the legal basis
relate to the purpose of facilitating access to the continued application process and to guaranteeing the
principle of data minimization.

7.2 Establishment of the employment relationship

The collection of personal data required for the decision establishing the employment relationship is
obligatory. While the employment relationship is being contractually initiated, the Employer has an
interest in ensuring that you possess the professional competence and personal suitability required for
the job in question.

The requirements of the specific job are taken into account in assessing necessity. For this reason, specific
information is collected for the job in question. The master data is also required. No application is possible
without the possibility of identifying you as a person, or the ability to contact you during the application
process. Following data acquisition and together with the application for a specific job, Kuehne+Nagel
transmits the data to the Employer when said Employer is granted access to your applicant profile.

For more details regarding the recipients or categories of recipients, please refer to section 10. The data
will then be stored and used by the Employer until the specific application process is completed.
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The legal basis for data processing for the establishment of the employment relationship is provided by
Article 6 para. 1 b) GDPR.

7.3 Processing of special categories of personal data

In principle, no special categories of personal data are collected in the data processing performed during
the specific application process via the Applicant Portal. In this respect, when uploading documents like
cover letters or your CV, you are required to ensure that these do not include any special categories of
personal data.

Special categories of personal data include information revealing racial or ethnic origin, political opinions,
religious or philosophical convictions or trade-union membership, as well as genetic data, biometric data
for the purpose of uniquely identifying a natural person, data concerning health or data concerning the
sex life or sexual orientation of a natural person. Unlike simple personal data, the admissibility of special
categories of personal data is determined by Art. 9 GDPR.

Whenever special categories of personal data are processed in conjunction with the respective national
data protection laws (for example, health data, trade union membership), this processing is carried out
on the legal basis of Art. 9 para. 2(b) of the GDPR in conjunction with the respective national data
protection law. Furthermore, it may be necessary to process your health data in order to assess your
ability to work in accordance with Art. 9 para. 2(h) 1 GDPR in conjunction with the respective national
data protection law.

7.4 Submission to the personnel management system on hiring

Following completion of the specific application process and upon hire, Kuehne+Nagel will transmit your
master data to the personnel management system on behalf of the Employer. The transmission of your
master data guarantees the principle of data minimization and is necessary for the implementation of the
employment relationship. Absent the entry of your master data in the personnel management system,
you cannot, for instance, enter your working hours, nor can you draw your wages.

8. Applying for a job without registration of an applicant profile

You have the option of submitting your application without registering an applicant profile as well.
However, the data you entered will not be available for you to draw on for future applications in this case.

The legal basis for the transmission and storage of your master data used for applying without registration
is provided by Article 6, para. 1 b) GDPR, Necessity for the establishment of an employment relationship.

The application process can only be completed if you have given us your consent to store and use your
data for purposes of the online application.

9. Participation in Kuehne+Nagel recruiting events

Some Kuehne+Nagel locations organize Recruiting-Events in order to win potential candidates for
multiple, similar job advertisement. Special events pages in different internet platforms inform about the
contents of these events. You may apply for participation in these events by uploading your application
in our application system via the link created for this purpose.
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10. Recipients and categories of recipients

During an application process, in principle only those persons who make the specific hiring decision will
receive access to your applicant profile. These are generally Human Resources employees and one or
more superiors.

In addition, compliance with legal obligations under the locally applicable employment law and social
security or social protection law may necessitate that employee representatives (e.g. the Works Council
and the SHE representative) be given access to your applicant profile during a specific application process.

The service providers used to manage the Applicant Portal may also access your applicant profile. The
condition of being bound by directives, as well as data security and confidential treatment of your data
by the service providers are ensured by means of order processing contracts (additional details regarding
order processing are set out in Article 28, GDPR).

The transfer of data to recipients outside of Kuehne+Nagel takes place if required by law, or if you have
given your consent to such transfer. The same applies to recipients within the Kuehne+Nagel Group, as
data protection law does not provide for an intra-Group exemption. Under these conditions, recipients of
your application profile may include:

- Companies in the Kuehne+Nagel Group who receive access to the applicant profile on the basis
of a specific application process and who continue to process the data for hiring decision
purposes;

- Companies in the Kuehne+Nagel Group in case you established a profile by joining the KN Talent
Community;

- Public bodies and institutions, such as law enforcement agencies, who are given access to the
applicant profile on the basis of compliance with statutory or regulatory obligations.

- Third-party providers commissioned with the performance of additional tasks during the selection
process.

In addition, we use service providers to fulfil our contractual and legal obligations, among other things.
Insofar as these service providers’ processes personal data on our behalf, we have concluded the
contracts required under applicable data protection law with them.

We select our service providers carefully and monitor them on a regular basis, especially regarding their
diligent handling and protection of the data that they store and process. All service providers are obliged
to maintain confidentiality and to comply with the statutory provisions. Service providers may also be
other companies of the Kuehne+Nagel Group.

You will find a list of our contractors and service providers in Annex 1.
11. Data transmission to a third country

We might transfer personal data recipients outside of the European Economic Area (EEA). In such case
prior to the transfer, we ensure that either the respective country provides an appropriate level of data
protection due to a decision of adequacy by the European Commission, or due to other appropriate
safeguards (e.g. Binding Corporate Rules on data protection or EU Standard contractual Clauses), or a legal
basis authorises the transfer or you expicite Consent.
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You are entitled to receive an overview of third country recipients and a copy of the specifically agreed-
provisions securing an appropriate level of data protection. For this purpose, please contact the Controller
mentioned above.

Kuehne+Nagel has made use of Standard Contractual Clauses in accordance with Art. 46 para. 2 c) GDPR
to ensure compliance with the European level of data protection in the respective third country.

Should a transfer to recipients outside the European Economic Area (e.g. authorities, courts) be necessary
for the enforcement of or defense against legal claims, this shall be done in accordance with Art. 49 para.
1 e) GDPR.

12. Duration of storage or criteria for determining this duration
12.1 Your KN Talent Community profile and job alert

The personal data from your KN Talent Community profile and/or job alert subscription will be stored for
3 years as of transmission to Kuehne+Nagel.

Since the storage of your personal data from your KN Talent Community profile and/or job alert is based
on your consent you can revoke your consent and request deletion of your profile and/or unsubscribe
from your job alert at any time. In such case your data will be deleted and the storage duration will be
reduced accordingly.

12.2 Your applicant profile for a specific job

The personal data from your specific job application will be stored for 6 months since last interaction.
However we will consider your applicant profile as part of Kuehne+Nagel Talent Community for three
years. The foregoing does not apply if you request deletion of your application data and the deletion
request is not contradicting the Employer’s statutory retention periods.

The purpose of the 3-years retention period is to satisfy the Employer's statutory obligations under labour
law and in order to consider you for future employment opportunities.

After termination of the 3 years - period statistical data related to your application are stored only in
anonymous form for statistical evaluations. This statistical data record does not allow any conclusions to
be drawn about your person.

13. Rights of the data subject
As an applicant and as a subject of the data processing that occurs in the Applicant Portal, you have data

protection rights that you may assert against Kuehne+Nagel and the Employer. You can exercise your
rights at any time via the following link https://privacy.kuehne-nagel.com/dsar-form/.

Should you have questions about data protection, please refer to section 2 for details about the contact
person. The data protection rights are as follows:

Right to information and access: you have the right to obtain confirmation from us about whether or not
your personal data is being processed, and, if this is the case, access to your personal data.
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Right to correction and deletion: you have the right to obtain the rectification or inaccurate personal
data. As far as statutory requirements are fulfilled, you have the right to obtain the completion or deletion
of your data. This does not apply to data which is necessary for billing or accounting purposes or which is
subject to a statutory retention period. If access to such data is not required, however, its processing is
restricted (see the following).

Restriction of processing: if the legal requirements are fulfilled, you can demand that we restrict the
processing of your data.

Data portability: if the legal requirements are fulfilled, you may request to receive data that you have
made available to us in a structured, common and machine-readable format or - if technically feasible -
to request that the data be transmitted to a third party.

Objection to data processing based on the legal basis of “legitimate interest”: you have the right to
object to the processing of your personal data at any time, insofar as this is based on legitimate interest.
We will then terminate the processing of your data, unless we demonstrate compelling legitimate grounds
according to legal requirements, which override your rights.

Withdrawal of consent: in case you consented to the processing of your data, you have the right to revoke
this consent at any time with effect for the future. The lawfulness of data processing prior to your
withdrawal remains unchanged.

Right to complaint with a supervisory authority

You have the right to lodge a complaint with a supervisory authority. You can appeal to the supervisory
authority, which is responsible for your place of residence or your state of residency, or to the supervisory
authority responsible for us.

Please note that the right to restriction of processing or the right to data portability, for instance, do not
apply to all instances of data processing, but only under certain conditions. The same goes for the right to
object.

14. Origin of the data

In principle, Kuehne+Nagel stores this personal data in the applicant profile that has been entered directly
via the input screen (referred to below as "direct acquisition"). Collection in the absence of direct
acquisition only takes place if you, as an external applicant, have given your consent to the transmission
of personal data from your LinkedIn user profile to the operators of those sites. For more details regarding
the transmission of personal data from LinkedIn, please refer to section 5.2.

This privacy policy was published in version 6.1 on December 01, 2022.
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Annex 1

Service providers

Type of processing

Cornerstone OnDemand Limited
6t Floor, 4 Coleman St., London, United
Kingdom, EC2R 5AR

Provision and ongoing development of the cloud
platform (Software as a Service) for the above-
mentioned processing.

Processing of personal data provided.

Phenom People, Ltd
6 Charles Il Street, London, United Kingdom,
SW1Y 4NW

Provision and ongoing development of the cloud
platform (Software as a Service) for the above-
mentioned processing.

Processing of personal data provided.
Processing of personal data from video
interviews / creation.

Korn Ferry (Schweiz) GmbH
Hardstrasse 201, 8005 Zurich, Switzerland

Processing of personal data required for
assessments completion

QuestionPro GmbH
Friedrichstr. 171 10117 Berlin
Germany

Processing of personal data required for surveys

Trendvice Business Management GmbH
Kreuzherrenstrasse 72 — 74,

D-53227 Bonn

Germany

Processing of personal data for recruitment
campaigns and talent pool management
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